
Emerging Cyber  
Threats & Attacks 

Hari Haran, NIC-CERT 



Agenda 

1 Recent Security Incidents 

2 Emerging Security Threats 

3  Case Studies 

4 Homograph & Cryptojacking 



Recent Security Incidents 



4 Major Cyber Incidents in 2021 



5 Domino’s Data Breach 



6 

Microsoft Exchange Massive 

Exploitation 



7 Acer Ransomware Attack 



8     Malware Infection – Modus Operandi 



9     Command & Control - C2 Communication 



10     Command & Control - C2 Communication 

X 

Security 

Gateway 



11     C2 Admin Panel 



12     C2 Admin Panel 



13     C2 Admin Panel 



14     Trojan Infection across the Globe 



15 COVID Security Checklist 



16 Security Checklist 

1. Firmware, OS, Softwares & Antivirus – Updated with Latest updates + Patches 

2. Use non-admin User account for day to day activities 

3. Disable Powershell and Remote Desktop 

4. Install Apps from official App Stores of OEMs & Don’t root/jailbreak your Phones 

5. Don’t use any illegal/pirated software, cracks, keygen..etc 

6. Use Multi-Factor Authentication for your accounts & Don’t re-use passwords  

7. Maintain Offline backup of Critical data  

8. Don’t Click on any Urls, Shortened links, without proper verification 

9. Don’t Open any mail attachments / shared or downloaded files without scanning it with AntiVirus 

10. Avoid installing any  unnecessary browser plugins, toolbars…etc 
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28 Application + IT Infrastructure Components 

Application 

Framework 

Middleware 

Operating System 

Hardware 
CPU, Memory, Storage, NIC, BIOS 

Linux, Windows, Android, iOS  

IIS, Tomcat, JBOSS, Websphere, Web logic  

.NET, Spring, Struts, Angular, Django, Ruby on Rails  

eOffice, e-procurement, PFMS, Core Banking 
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3 Angry Cats 
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Thrangrycat 
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32 Cisco Secure Boot 



Emerging Cyber Risks  
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